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1 I ntroduction

1.1 Purpose
Thi s docunent describes the requirenents fulfilled by
addi ng an additional systemcall to the Linux kernel. The

reader is expected to have a fundanental understandi ng of
progranmm ng and data structures.

1.2 Scope

For this project two separate software conponents are
produced. The first is the Linux kernel inplenentation of
an additional systemcall. The second is the user space
driver to exercise this systemcall. These conmponents
conmbined will enable a user to easily obtain informtion
about the maxi mum nunber of threads supported and the
current nunber of threads running. Each of these will be
enunerated in the sections foll ow ng.

1.3 References

Proj ect Description:
- http://ww. csee. unbc. edu/
cour ses/ under gr aduat e/ 421/ Fal | 04/ pr oj ect 2. ht m

System Cal | :

- http://ww. csee. unbc. edu/

cour ses/ under gr aduat e/ CM5C421/ fal | 02/ burt/ proj ect s/ howt o_add_systencal | . ht m
- http://ww. csee. unbc. edu/

cour ses/ under gr aduat e/ CM5C421/ f al | 02/ bur t/ proj ect s/ Li nuxJour nal _Systental | s. ht m
- http://appsrv.cse. cuhk. edu. hk/ %7Ecsc3150/ t ut not e/ not el/ ker nel . ht m #syscal

Ker nel Source:
- http://1xr.linux.no/
source/ ?v=2.2.19

1.4 Overview

The rest of this docunment will be dedicated to clarify
the statenents nmade in section 1.2 above (Scope).
Specifically a nore descriptive overview will be presented
foll owed by a discussion of the architecture and data
design. Finally this docunent will briefly discuss the
human i nterface, testing, and tine |ine.

1.5 Constraints

Aside fromthe constraints placed upon this project
fromthe description (the function prototypes, etc) there
are a few other restrictions to consider. Data nust be
copi ed safely from kernel space to user space. This wll



be done using pointers passed fromthe user space which
nmust be verified for security reasons.

2 System Overvi ew

This systeminvol ves nodi fying the standard RedHat
Enterprise Linux kernel version 2.4.21.EL-20. A system

call will be added to this kernel that will facilitate
querying the kernel for thread information. Specifically a
user space driver will be witten to execute a new system
call which, upon success, will nodify two pointers to

I ntegers passed to the systemcall as argunents. The
intent of this project is to introduce the inplenmenters to
details of systemcalls in the Linux kernel and see why and
how t hey are used to execute privileged instructions in a
nodern operating system

3 System Architecture

3.1 Architectural Design

This section intentionally left blank for this design
docunent as diagranms are not required for this system
i mpl enment ati on.

3.2 Architectural Alternatives

This system can be inpl emented any hardware pl atform
supported by the Linux kernel such as Sparc or PPC. There
Is a specific nethod to add systemcalls to any of these
platforns and while the nethod of adding them m ght differ,
the concept remains the sane. The alterations nmade to
"sys.h" and "unistd.h" are cross-platformas is the system
call function and header files. However, the system cal
tabl e, which is hardware specific, nmust be nodified to
handl e the additional systemcall. Read the section bel ow
entitled "Design Rationale"” for an exanple of added a cal
to the 1386 systemcall table.

3.3 Design Rationale

This systemis inplenmented on Intel 32-bit 80386 class
hardware. To add a systemcall nust be added to "entry.S",
which is an 1386 Intel assenbly file. This platformwas
chosen because it is famliar to the inplenenters.



4 Data Design

4.1 dobal Data Structures

The data structures used in this systeminplenentation
are limted to four main variables and a few vari abl es used
as error flags. The four main variables are the kerne
space max_t hreads and nr_threads, and the user space
pointers to their respective counterparts threads_max and
t hr eads_r unni ng.

4.2 Functi onal

The main systemcall prototype which will be used is:
i nt getThreadlnfo(int *threads_nax, int *threads_running)
This function returns an integer representative of it's
exit status. It returns 1 for success and 0 for failure.
It takes two pointers to integers as argunents. The
I nteger they point to will be altered to reflect the
current state of threads in the kernel.

5 Human | nterface Design

The limted human interface is provided by a driver
programthat executes the systemcall and displays the
current thread information via the standard out. Any
errors are reported to standard error. Additiona
notification of systemcall entry and exit is printed to
sysl ogd through printk().

6 Testing

This system was tested by passing the systeminvalid
and out of range argunents. This testing revealed the need
to use additional protection such as the kernel function
access_ok(), found in "uaccess. h"

7 Time |line

Rel eased: Sep 30th, 2004

Design conplete: Cct 7th, 2004

| mpl enent ati on conplete: Cct 15th, 2004

Debug and fine tuning: Cct 17th, 2004

System Desi gn Docunent conplete: Oct 20th, 2004
Conpl etion: Oct 20th, 2004



